::: THIS ARCHIVE FILE IS STILL BEING EXAMINED BY WIKILEAKS. ::: 

::: IT MAY BE RELEASED IN THE NEAR FUTURE. WHAT FOLLOWS IS ::: 

AN AUTOMATICALLY GENERATED LIST OF ITS CONTENTS: : : : 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/build/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_build/assassin/build/builder . py 

. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/build/config . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/build/crypto . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/build/rc4_s .c 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/build/rc4_s . h 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/build/rc4_s . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_build/assassin/build/transport . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_build/assassin/build/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/codes . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/comms/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/comms/beacon . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/comms/chunk . py 
./2014-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_build/assassin/comms/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/fields . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/magic_number . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/tasking/ 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/tasking/ice. py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_build/assassin/tasking/result . py 

. /2014 - 05 -29_20- 54 -29_assassin_vl.4_bet a -l0/assassin_buiid/assassin/t as king/task . py 

./2014-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_build/assassin/tasking/ init . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/ui/ 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/ui/builder . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/ui/pefile . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/ui/resmanip. py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/ui/task . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/ui/transport . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin/ui/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/ 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin_bin/Assassin- 

EXE-32.exe 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 
EXE-64.exe 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 
ICE-32.dll 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin_bin/Assassin- 

ICE-64.dll 

./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 

lnject-32.dll 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 
lnject-64.dll 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/assassin_bin/Assassin- 
Pernicious-Ice-32 . dll 

./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 

Pernicious-Ice-64.dll 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 



RunDLL-32.dll 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 
RunDLL-64.dll 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 
SvcDLL-32.dll 

./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_build/assassin_bin/Assassin- 

SvcDLL-64.dll 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

l0/assassin_build/assassin_bin/AssassinExtractor-32.exe 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_build/assassin_bin/AssassinLauncher-32 . exe 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_build/assassin_bin/Assassin Launcher -64. exe 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

l0/assassin_build/assassin_bin/AssassinSvcExtractor-32.exe 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

l0/assassin_build/assassin_bin/AssassinSvclnstaller-32.exe 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

l0/assassin_build/assassin_bin/AssassinSvclns taller -64. exe 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/footprint_builder . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_build/implant_builder . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/ 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/build/ 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/build/builder . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/build/config . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/build/crypto . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/build/rc4_s .c 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/build/rc4_s . h 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/build/rc4_s . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/build/transport . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/build/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/codes . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/comms/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/comms/beacon . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/comms/chunk . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/comms/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/fields . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/magic_number . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/tasking/ 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/tasking/ice . py 
. /20l4-05-29_20-54-29_assassin_vl . 4_beta-l0/ assassin_c2/ assassin/ tasking/ result . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/tasking/task. py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/assassin/tasking/ init . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/ui/ 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/ui/builder . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/ui/pefile. py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/ui/resmanip. py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/ui/task . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/assassin/ui/transport . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/ui/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/assassin/ init . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/default_ingester . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/gibson_ui. py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/log_extractor . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/post_processor . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/queues_proxy . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/queues_proxy_receiver . py 



./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/task_generator . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/ 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/assassin . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/c2/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/def ault_ingester . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
l0/assassin_c2/the_gibson/c2/log_extractor . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
l0/assassin_c2/the_gibson/c2/post_processor . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/standalone_post_processor . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/task_generator . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/c2/ui/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/ui/base_shell . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
l0/assassin_c2/the_gibson/c2/ui/gibson_shell . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/ui/gibson_ui . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/ui/queue_handler . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/c2/ui/support . py 
./20l4-05-29_20-54-29_assassin_vi.4_beta- 
10/assassin_c2/the_gibson/c2/ui/taskgen_handler . py 
. /2014-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/ui/task_shell . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
l0/assassin_c2/the_gibson/c2/ui/transport_shell . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/c2/ui/ init . py 

. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/c2/ init . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/galleon . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/log . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/lp/ 
./2014-05-29_20-54-29_assassin_vl.4_beta- 
l0/assassin_c2/the_gibson/lp/beacon_server . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/lp/log_collector . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/lp/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/queue/ 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/queue/C2Q. py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/queue/commUtil . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/queue/LPQ. py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/queue/qProxy . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/queue/qProxy_receiver . py 

. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/queue/queue . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/queue/queue_receiver . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/queue/TaskDesc . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/queue/ init . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/rc . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/thirdparty/ 

. /20l4-05-29_20-54-29_assassin_vl.4_beta- 



10/assassin_c2/the_gibson/thirdparty/lockfile/ 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/thirdparty/lockf ile/linklockf ile . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/thirdparty/lockfile/mkdirlockfile . py 
./2014-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/thirdparty/lockf ile/pidlockf ile . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/thirdparty/lockfile/sqlitelockfile. py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/thirdparty/lockfile/symlinklockfile . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_c2/the_gibson/thirdparty/lockfile/ init . py 

./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/thirdparty/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_c2/the_gibson/util/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_c2/the_gibson/util/f ilesystem . py 

. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/util/synch . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/util/system. py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/util/ui. py 

. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/util/ init . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_c2/the_gibson/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/ 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/beacon_server . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_lp/log_collector . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/queues . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_lp/queues_receiver . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/the_gibson/ 

. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_lp/the_gibson/galleon . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/the_gibson/log . py 
./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_lp/the_gibson/lp/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_lp/the_gibson/lp/beacon_server . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
l0/assassin_lp/the_gibson/lp/log_coilector . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_lp/the_gibson/lp/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/the_gibson/queue/ 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_lp/the_gibson/queue/commUtil . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/the_gibson/queue/LPQ. py 
. /2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_lp/the_gibson/queue/queue . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_lp/the_gibson/queue/queue_receiver . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 
10/assassin_lp/the_gibson/queue/ init . py 

. /20l4-05-29_20-54-29_assassin_vl.4_beta-l0/assassin_lp/the_gibson/rc . py 

./2014-05-29_20-54-29_assassin_vl.4_beta-10/assassin_lp/the_gibson/thirdparty/ 

./2014-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_lp/the_gibson/thirdparty/lockfile/ 

./2014-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_lp/the_gibson/thirdparty/lockf ile/linklockf ile . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_lp/the_gibson/thirdparty/lockfile/mkdirlockfile. py 
./2014-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_lp/the_gibson/thirdparty/lockf ile/pidlockf ile . py 
./20l4-05-29_20-54-29_assassin_vl.4_beta- 

10/assassin_lp/the_gibson/thirdparty/lockfile/sqlitelockfile . py 
. /20l4-05-29_20-54-29_assassin_vl.4_beta- 



10/assassin_lp/the_gibson/thirdparty/lockfile/symlinklockfile. py 
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